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What Are the Crimes?

 Computer crimes range from the catastrophic to the merely annoying. A case of computer-driven espionage might wreak devastating losses to national security. A case of commercial computer theft might drive a company out of business. A cracker's prank might not actually cause damage at all--but might cause a video game company or another computer user some annoyance. Some computer crimes are perpetrated for kicks, and some for social or political causes; others are the serious business of professional criminals. There is perhaps no other form of crime that cuts so broadly across the types of criminals and the severity of their offenses.

The attacks discussed in this report are those in which the computer itself--or, more likely, the information it stores--is the target of the crime. We do not cover crimes in which the computer is simply used by the perpetrators in their criminal enterprises (for example, drug deals in which a syndicate keeps computerized records). We also do not cover the larceny of computers and computer components. 

There are many ways to categorize computer crimes. You might divide them according to who commits them and what their motivation might be (e.g., professional criminals looking for financial gain, angry ex-employees looking for revenge, crackers looking for intellectual challenge). Or, you might divide these crimes by how they are perpetrated (e.g., by physical means such as arson, by software modifications, etc.). In this report, we have chosen to divide computer attacks (remember that some of these attacks are not crimes in the legal sense, but annoyances) by the types of computer security that ought to prevent them.

NOTE: Many of the attacks we describe in this report are technically complex, and we can't explain them in detail in an introductory report of this kind. In this report, we are simply outlining the various types of computer crimes.

TYPES OF COMPUTER CRIMES:

1) Data Diddling

Data diddling, sometimes called false data entry, involves modifying data before or after it is entered into the computer. Consider situations in which employees are able to falsify time cards before the data contained on the cards is entered into the computer for payroll computation. A timekeeping clerk in a 300-person company noticed that, although the data entered into the company's timekeeping and payroll systems included both the name and the employee number of each worker, the payroll system used only the employee's number to process payroll checks. There were no external safeguards or checks to audit the integrity of the data. She took advantage of this vulnerability and filled out forms for overtime hours for employees who usually worked overtime. The cards had the hardworking employees' names, but the time clerk's number. Payment for the overtime was credited to her, as illustrated in Figure. 

In another case, two employees of a utility company found that there was a time lapse of several days between when meter readings were entered into the computer and when the bills were printed. By changing the reading during this period, they were able to substantially reduce their electric bills and the bills of some of their friends and neighbors. 

	Figure: Data Diddling 

	


2) Trojan Horses

Trojan horses are attacks on the integrity of the data that is stored in systems and communicated across networks. Because there should be procedures in place for preventing and detecting these menaces, they overlap with the operations security category as well.

During the Trojan War, the Greeks hid soldiers inside a large hollow wooden horse designed by Odysseus. When the Trojans were persuaded to bring the horse inside the gates of the city, the hidden soldiers emerged and opened the gates to allow their own soldiers to attack the enemy.

In the computer world, Trojan horses are still used to sneak in where they're not expected. A Trojan horse is a method for inserting instructions in a program so that program performs an unauthorized function while apparently performing a useful one. Trojan horses are a common technique for planting other problems in computers, including viruses, worms, logic bombs, and salami attacks (more about these later). Trojan horses are a commonly used method for committing computer-based fraud and are very hard to detect. 

Consider this typical situation: A Trojan horse is hidden in an application program that a user is eager to try--something like a new game or a program that promises to increase efficiency. Inside the horse is a logic bomb that will cause the entire system to crash the third time the user runs the new program. If he's lucky, the user will thoroughly enjoy the program the first two times it's run, because when he tries to use it the third time, the program he was eager to try will disable his whole system. 

3) Salamis Shaving

The Trojan horse is also a technique for creating an automated form of computer abuse called the salami attack, which works on financial data. This technique causes small amounts of assets to be removed from a larger pool. The stolen assets are removed one slice at a time (hence the name salami). Usually, the amount stolen each time is so small that the victim of the salami fraud never even notices. 

One theoretical financial salami attack (it's assumed the status of an urban accounting legend and has never actually been known to have been attempted) involves rounding off balances, crediting the rounded off amount to a specific account. Suppose that savings accounts in a bank earn 2.3%. Obviously, not all of the computations result in two-place decimals. In most cases, the new balance, after the interest is added, extends out to three, four, or five decimals. What happens to the remainders? Consider a bank account containing $22,500 at the beginning of the year. A year's worth of interest at 2.3% is $517.50, but after the first month the accumulated interest is $43.125. Is the customer credited with $43.12 or $43.13? Would most customers notice the difference? What if someone were funneling off this extra tenth of a penny from thousands of accounts every month? Although this particular salami hasn't to our knowledge been attempted, salamis that shave a quarter on up have been tried.

A clever thief can use a Trojan horse to hide a salami program that puts all of the rounded off values into his account. A tiny percentage of pennies may not sound like much until you add up thousands of accounts, month after month. Criminals using this scheme have been able to steal many thousands of dollars. They are sometimes discovered by a bank audit. More often, they are detected only when they use their new-found gains to entertain a life style that is not supported by their legitimate income. 

4) Logic And Time Bombs 

Logic bombs may also find their way into computer systems by way of Trojan horses. A typical logic bomb tells the computer to execute a set of instructions at a certain date and time or under certain specified conditions. The instructions may tell the computer to display "I gotcha" on the screen, or it may tell the entire system to start erasing itself. Logic bombs often work in tandem with viruses. Whereas a simple virus infects a program and then replicates when the program starts to run, the logic bomb does not replicate - it merely waits for some pre-specified event or time to do its damage.

Time is not the only criterion used to set off logic bombs. Some bombs do their damage after a particular program is run a certain number of times. Others are more creative. In several cases we've heard about, a programmer told the logic bomb to destroy data if the company payroll is run and his name is not on it; this is a sure-fire way to get back at the company if he is fired! The employee is fired, or may leave on his own, but does not remove the logic bomb. The next time the payroll is run and the computer searches for but doesn't find the employee's name, it crashes, destroying not only all of the employee payroll records, but the payroll application program as well. 

Trojan horses present a major threat to computer systems, not just because of the damage they themselves can do, but because they provide a technique to facilitate more devastating crimes. 

5) Eavesdropping

Electronic emanations from computer equipment is a risk you need to be aware of, although this is mainly a concern for military and intelligence data. Computer equipment, like every other type of electrical equipment from hairdryers to stereos, emits electromagnetic impulses. Whenever you strike a computer key, an electronic impulse is sent into the immediate area. Foreign intelligence services, commercial enterprises, and sometimes even teenage crackers may take advantage of these electronic emanations by monitoring, intercepting, and decoding them. This may sound highly sophisticated, but there have been some embarrassingly easy cases. The original HeathKit H19 terminals transmitted radio signals that were so strong that they could be picked up by placing an ordinary television set beside the terminal. As characters were typed on the terminal screen, a distinctive pattern appeared on the TV screen and could be decoded, as shown in Figure 2-2. 

	Figure 2-2. Emanations 

	
 


Because of the emanation threat, government computers that are used to store and process classified information require special physical shielding. The U.S. federal TEMPEST program is designed to develop, test, and certify specially shielded computer equipment from mainframes to terminals to cabling. 

There are other types of emissions as well. Criminals have even recorded the noise from a computer printer (the key-and-ribbon variety; it can't be done with laser printers) and then play the recording later to determine which keys were active.

6) Cellular phone fraud


The goal of cellular phone fraud, which takes eavesdropping a step further, is to make calls without paying for them—sticking either the cellular phone owner or the phone company for the charges. The scam works as follows. Each cellular phone uses a unique internal electronic serial number for verification and billing purposes. This number is broadcast when the phone is in use or even just turned on. Criminals using scanners stake out spots along highway overpasses or in airport parking lots, pluck numbers out of the air, and then use black-market software to program other cellular phones with the stolen numbers. Cellular phone fraud collectively costs the public hundreds of millions of dollars a year.

7) Software Piracy

Software piracy is an issue that spans the category boundaries and may be enforced in some organizations and not in others. Pirated computer programs are big business. Copying and selling off-the-shelf application programs in violation of the copyrights costs software vendors many millions of dollars. The problem is an international one, reaching epidemic proportions in some countries. (Software piracy was a major issue in the 1995 Clinton trade agreement with China.) Too many people don't take copyrights seriously. Law-abiding people everywhere think nothing of copying games to share with friends, or office software for home use. 

The stealing of proprietary programs is also a major business problem. A company may spend millions of dollars to develop a specialized program, only to find that its competitor has the same program--and the competitor hasn't had to invest in the development costs! The fear that Apple Computer had that the source code for its Macintosh computers may have been compromised. Had this happened, then Macintosh clones could be manufactured anywhere in the world. 

Employees need to be educated about the legalities, ethics, and company policies relating to software piracy and other forms of unauthorized copying of information. Some breaches of personnel security occur because procedures have broken down--either the procedures for training employees or the procedures for dealing with the system and the data after these employees leave an organization. Some breaches really come down to policy and policy enforcement. What might be considered a crime in some organizations might be a minor infraction, or even legitimate, in another. For example, does an organization allow employees to carry sensitive data outside the office? Can the employee use company software and databases from a home computer?

Sometimes, policy enforcement is spotty. For example, some organizations that work with sensitive information prohibit employees from carrying paper copies or disks and tapes home from work. On the other hand, they encourage those same employees to work from home by giving them modems to use in accessing company databases. They forget that data can as easily be downloaded to a home computer as carried out the office door.

8) Hacking
Hacking is a computer term referring to the activities of the people who get their kicks out of using computers or terminals to crack the security of remote computer systems. It’s a serious problem. For instance, hackers hundreds of thousands of times a year attack U.S. Department of Defense computers, with probably many more times that number of attacks going undetected. Some people engage in hacking purely for the challenge of cracking codes. Others do it to steal computer time, to peek at confidential information, or to cause damage. Intentions’ aside, hacking often is considered by the courts to be a breaking-and-entering crime similar to forced entry into someone’s car or home.

9) Counterfeiting

Desktop publishing and color-printing technology are so sophisticated today that they have opened the door to a relatively new type of computer crime –Counterfeiting. Take desktop publishing. By using a scanner to read in a corporate logo and then a standard desktop publishing program, producing checks that look genuine is something even a novice can do. As far as color technology goes, the total number of phony U.S. currency being produced on color copiers and printers, now estimated in the billions of dollars rose eightfold in just the first three years of this decade. Would be counterfeiters, beware. Financial instruments are being redesigned with elements that cannot be copied. Also, many color copiers now print invisible codes on outputs, making counterfeit money traceable.

10) Internet-Related crimes

The rise of the Internet has contributed to new varieties of criminal activity that most people scarcely could have imagined only a few years ago. For instance, several individuals have been arrested in recent years for systematically stalking children through computer newsgroups. Web sites and e-mail have made possible cyber porn, the distribution of pornographic material over computer networks. In another type of case, a university student was indicted for running an Internet bulletin board over which copyrighted software was allegedly distributed for free. Especially worrisome to many individuals is the risk involved to both finances and privacy when using the Internet to engage in electronic commerce.

11) Viruses And Worms

People often confuse viruses and worms, so we try to differentiate them in this section. Indeed, they have many similarities, and both can be introduced into systems via Trojan horses.

The easiest way to think of a computer virus is in terms of a biological virus. A biological virus is not strictly alive in its own right, at least in the sense that lay people usually view life. It needs a living host in order to operate. Viruses infect healthy living cells and cause them to replicate the virus. In this way, the virus spreads to other cells. Without the living cell, a virus cannot replicate.

In a computer, a virus is a program, which modifies other programs so they replicate the virus. In other words, the healthy living cell becomes the original program, and the virus affects the way the program operates. How? It inserts a copy of itself in the code. Thus, when the program runs, it makes a copy of the virus. This happens only on a single system. (Viruses don't infect networks in the way worms do, as we'll explain below.) However, if a virus infects a program, which is copied to a disk and transferred to another computer, it could also infect programs on that computer. This is how a computer virus spreads.

Unlike a virus, a worm is a standalone program in its own right. It exists independently of any other programs. To run, it does not need other programs. A worm simply replicates itself on one computer and tries to infect other computers that may be attached to the same network.

NOTE: An important distinction between worms and viruses: A worm operates over a network, but in order to infect a machine, a virus must be physically copied.

Some viruses and worms are nondestructive (comparatively speaking), while others are extremely malevolent. Many common PC viruses, such as Michelangelo, cause machine crashes or data loss as a result of bugs or other unexpected interactions with existing code. The Christmas tree worm program, which attacked IBM systems, started out as nondestructive. But, as it spread itself to other computers, it became destructive when it proliferated into the system to such a degree that no other work could be done and the entire network had to be shut down to purge the infection. 

The 1988 Internet Worm didn't actually destroy data, but shutting systems and networks down to clean up after it required a vast amount of system administration time and lost productivity among users. 

A malevolent virus is meant to do damage. Such viruses are sometimes designed to crash an entire system on a certain date or after so many iterations of self-replication. They may be written to destroy specific application programs or data. The potential impact of a virus is limited only by the imagination of the criminal who writes it. Some government people are concerned that viruses could infect our defense system computers, causing weapons systems to malfunction or become inoperative. Viruses could also be used to crash law enforcement computers, destroying intelligence and investigative information. It would be naive not to believe that our adversaries, both domestic and international, haven't considered these possibilities. 

Some crackers see viruses as intellectual challenges. With the advent of freedom in Eastern Europe, there has been an outbreak of computer viruses apparently planted by individuals who believe that in one fell swoop they can express their freedom and also strike back at a government that has oppressed them for years. In Hungary, "Yankee Doodle," "Ivan the Terrible," and "Ping Pong" are all appearing on computer screens across the country. The "Yankee Doodle" virus plays that familiar tune when the computer is turned on. The "Ping Pong" virus attacks the computer when it is turned on but not in use. A ball appears on the screen and bounces back and forth between letters. "Ivan the Terrible" gets into the system and destroys files. 

Employees who bring software to the office from their home machines (usually free software they have downloaded from bulletin board systems) are the greatest threat.

MINIMIZING COMPUTER CRIME

It's impossible to achieve 100-percent protection from criminal activity; consequently, the emphasis is on minimizing losses. To achieve this end, organizations can combat computer crime in many ways.

1) ASSESS RISKS

The most important way an organization can minimize crime is by having a good plan for security, and the centerpiece of any such plan is an assessment of which operations are vulnerable to attack. Thus, employers should make a list of disaster-level events can occur to their businesses and make sure that key areas are protected from the most costly types of mishaps.

2) HAVE A RECOVERY PLAN

Since no security plan guarantee 100-percent safety, one should assume the worst could, in fact, happen. Thus, organizations should specifically take steps to have backups ready if or when a disruptive event such as fires, floods, or computer outages occurs. Backup provisions should include having copies of all important programs and data stored at another site as well as making arrangements for resuming normal day-to-day operations at a backup site. A plan that spells out what an organization will do to prepare for and recover from disruptive events is called a disaster-recovery plan.

3) HIRE TRUSTWORTHY PEOPLE
Employers should carefully investigate the backgrounds of anyone being considered for sensitive computer work. Some people falsify resumes to gets jobs. Other may have criminal records. Despite the publicity given to groups such as hackers, studies have consistently shown that most computer crimes are committed by insiders.

4) BEWARE OF MALCONTENTS
The types of employee who is most likely to commit a computer crime is one who has recently been terminated or passed over for a promotion, one who has some reason to get even with the organization. In cases in which an employee has been terminated and potential for computer crime exists, the former employer should update its records immediately to show that the person involved is no longer employed.

5) SEPARATE EMPLOYEE FUNTIONS
An employee with many related responsibilities can commit a crime more easily than one with single responsibility; For example, the person who authorizes adding new vendors to a file should not be the same one who authorizes payments to those vendors.

6) RESTRICT SYSTEM USE

People who use a computer system should have access only to things they need to do their jobs. A computer operator, For example, should be told only how to execute a program and not what the program does. Also, users who need only to retrieve information should not also be given updating privileges.

7) PASSWORD PROTECT PROGRAMS AND DATA
On many systems, users can restrict access to programs and data with passwords. Users are recommended to those passwords carefully, to change passwords frequently, and to protect particularly sensitive files with several passwords.

Rules of passwords:

· Make the passwords as long as you possibly can. A four-or five-character password can be cracked by computer program in less than a minute. A ten-character permutations and could take a computer decades to crack.

· Choose an unusual sequence of characters for passwords; For instance, mix in numbers and special characters with words from other languages or unusual names.

· Keep a written copy of the password in a place where no one but you can find it.

· Change the password as frequently as you can. Sniffer programs that criminals frequently use can read passwords being entered into unsecured systems.

Many organizations use measures such as access cards and biometrics security devices in place of or in combination with passwords. ACCESS CARDS, Such as those are used in automatic teller machines at banks, activate a transaction when they are used in combination with a passwords or number. BIOMETRICS SECURITY DEVICES provide access by recognizing some unique learned characteristic, such as a voice, fingerprint or signature.

Passwords access cards, and biometrics security devices are all examples of authentication systems. Authentication refers to the process a computer systems use to determine if someone is actually the person they claim to be.

8) BUILD FIREWALLS

To ward off the threat of hackers, firewalls are increasingly being created by organizations. A Firewall is a collection of hardware and software intended to protect computer networks from attacks. Traditionally, most attacks have originated outside the organization, from hackers. As Intranet creation has intensified, however, security experts are advising organizations to build internal firewalls, too, to keep nosy employees from browsing through data they don't need to perform their jobs  

9) SECURE TRANSMISSION WITH ENCRYPTION

Encryption or cryptography is a method of protecting data or programs so that they are unrecognizable to unauthorized users. The encrypting procedure provides keys, or passwords, for both coding and decoding. One key locks the message at the sending end of the transmission to make it unintelligible to snoop, and only a person who is authorized to see the message can decrypt it with a key at the receiver end. These secret keys to unlock the message do not have to necessarily be the same for the sender or receiver. Encryption is widely recognized as a vital tool for ensuring safe commerce on the inter net.

10) USE CRIME- PREVENTTION SOFTWARE:

A variety of software products are available to help in the fight against computer crime. For instance, anti-virus software is available to help detect and eliminate the presence of computer viruses.

11) DEVISE STAFF CONTROLS

Overtime work should be carefully scrutinized, because computer crimes often occurs at times when the criminals thinks he or she in unlikely to be interrupted. Sensitive documents that are no longer needed should be shredded. Access to computer facilities or the program/data library should be strictly limited to authorized personnel.

12) MONITOR IMPORTANT SYSTEM TRANSACTION
The systems software in use should include a programs for maintaining a log of every person raining or attempting to gain access to the system. The log should contain information on the workstation used, the data files and the time at which the works began and ended. Such a log allows management to isolate unauthorized system use.

13) CONDUCT REGULAR AUDIT

Unfortunately, many crimes are discovered by accident. Key elements of the system should be subjected to regular audits-inspections that certify that the system in working as expected-to insure that their is no foul play. Auditing involves two key components: looking for security loopholes and inspecting systems-activity logs to ascertain nothing unusual is taking place.

14) EDUCATE EMPLOYEES

One of the best ways to prevent computer crime is to educate employees about security matters. People should be told about various types of computer crime and the condition that foster them, informed of the seriousness of computer crime, and instructed on what to do when they suspect a computer crime is taking place or is about to occur.  

